DRAFT — UNOFFICIAL

SL 50 | USAREUR-AF OPERATIONAL DATA TEAM

DRAFT — UNOFFICIAL — NOT FOR OPERATIONAL USE

DRAFT — UNOFFICIAL

CONCEPTS GUIDE

SL 50

*

USAREUR-AF

CONCEPTS GUIDE — SL 50 COMPANION —
ADVANCED PLATFORM ENGINEER - MAVEN
SMART SYSTEM (MSS)

Specialist Course Manual

HEADQUARTERS
UNITED STATES ARMY EUROPE AND AFRICA
(USAREUR-AF)

Wiesbaden, Germany

DRAFT — NOT FOR OFFICIAL USE. FOR TRAINING PLANNING PURPOSES ONLY.

26 MARCH 2026

DRAFT — UNOFFICIAL — NOT FOR OPERATIONAL USE




DRAFT — UNOFFICIAL SL 50 | USAREUR-AF OPERATIONAL DATA TEAM DRAFT — UNOFFICIAL

CONCEPTS GUIDE — SL 50 COMPANION — ADVANCED
PLATFORM ENGINEER - MAVEN SMART SYSTEM (MSS)

Forward: SL 50 moves from operating a cluster to operating a fleet — and from building infrastructure to
building the systems that build infrastructure. The advanced Platform Engineer's output is not a running
cluster — it is the automation, reliability, and developer experience that lets every cluster run itself.
Purpose: Develops mental models required to manage fleet-scale infrastructure, implement SRE
practices, and automate compliance on MSS. Read before beginning SL 50 task instruction. HQ
USAREUR-AF - v1.0 - 2026 - DISTRIB: USG only

SECTION 1 — FROM CLUSTER OPERATIONS TO FLEET MANAGEMENT

1-1. The Core Transition

BLUF: The same principle that made SL 40 treat pods as cattle applies at SL 50 to clusters themselves.
Clusters are provisioned from templates, configured via GitOps, upgraded in waves, and
decommissioned when no longer needed.

A SL 40 Platform Engineer who manages one cluster well is meeting the standard. A SL 50 Platform
Engineer who manages one cluster well is underperforming. The advanced Platform Engineer's job is to
build systems that manage clusters — automation that provisions, configures, monitors, upgrades, and

decommissions clusters across the fleet without manual intervention on each one.

This is systems thinking applied to infrastructure. At SL 40, you solve problems one cluster at a time. At
SL 50, you solve problems by building systems that solve them automatically across the fleet. Manual
procedures that work for one cluster do not scale to twenty.

1-2. The Scale Shift

SL 40 (Single Cluster) SL 50 (Fleet Management)

"How do | deploy to this cluster?" "How do | deploy to 20 clusters safely?"
"Is this cluster healthy?" "What is the fleet-wide health posture?"”
"How do | upgrade Kubernetes?" "How do | upgrade the fleet without downtime?"
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SL 40 (Single Cluster) SL 50 (Fleet Management)

"Is this cluster STIG-compliant?" "How do | maintain continuous compliance across the fleet?"

"How do | set up monitoring?" "How do | federate monitoring across classification boundaries?"

1-3. Fleet Topology

MSS is not one cluster — it is a fleet spanning multiple environments, classification levels, and
geographic locations across the USAREUR-AF AOR. The fleet management plane sits above individual
clusters, providing a unified view and control surface.

Fleet topology model:

FLEET MANAGEMENT PLANE

HUB CLUSTER HUB CLUSTER HUB CLUSTER
(Region A) (Region B) (Region C)

EDGE EDGE EDGE EDGE EDGE EDGE EDGE EDGE EDGE

Every decision at the fleet management plane propagates to every cluster below it. A misconfigured fleet-
wide policy has theater-wide blast radius. This is why fleet management requires the discipline of staged
rollouts — validate on one cluster before applying to twenty.

SECTION 2 — RELIABILITY ENGINEERING MENTAL MODEL

2-1. The Error Budget Concept

BLUF: Perfect reliability is impossible and undesirable. SRE is the practice of defining "reliable enough"
and managing the gap between perfect and enough.

100% reliability = no changes ever (impossible + undesirable)

I
| Error budget = gap between target and perfection

99.9% reliability target = 43 minutes of downtime per month

| Available for: deployments, experiments, upgrades, maintenance

I
| When budget is exhausted: stop shipping, fix reliability
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I
‘ Current reliability (measured)

Error budgets convert reliability from a vague aspiration (“we want to be reliable") into a concrete decision
framework ("we have 20 minutes of error budget remaining this month — do we ship this change or
wait?"). This aligns platform engineers and application developers on shared trade-offs between velocity
and stability.

2-2. SLOs, SLls, and Error Budget Policy

SLO framework for MSS platform:

Service SLI (what to measure) SLO (target) Error Budget
Application % of successful HTTP responses 99.9% (43 min 0.1%
availability (non-5xx) downtime/month)
CI/CD pipeline % of pipelines completing within 99.5% 0.5%
time limit
Deployment % of deployments completing 99% 1%
success without rollback
Data freshness % of datasets updated within SLA 99.5% 0.5%
window
API latency p99 response time for OSDK <2 seconds Track 95th and 99th
queries percentile

Error budget decision policy:

Budget Status Action

>50% remaining Normal operations; ship features; accept reasonable risk

25-50% remaining Increased caution; require additional testing for changes

<25% remaining Reliability focus; no non-critical changes; dedicate time to reliability improvements
Exhausted Change freeze (except reliability fixes); incident review before resuming

2-3. Incident Management as a Learning System

Incidents are not failures — they are data. The incident response process determines whether you learn
from them or repeat them.

Incident response framework:
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Phase Actions Owner

Detect Automated alerting triggers; user report received Monitoring system / on-call

Triage Assess severity; determine blast radius; assign incident commander On-call Platform Engineer

Mitigat Restore service (rollback, failover, scale); communicate status Incident commander + team

e

Resolv Root cause identified; permanent fix applied Assigned engineer

e

Review  Blameless post-incident review; document timeline, contributing Incident commander + all
factors, action items involved

Improv Action items tracked to completion; monitoring/alerting updated; Platform team

e runbooks updated

The blameless standard: Post-incident reviews that assign blame produce engineers who hide
problems. Reviews that focus on systems produce engineers who surface problems early. "What failed?"

not "who failed?" — always.

SECTION 3 — COMPLIANCE AS CODE

3-1. From Point-in-Time to Continuous

BLUF: If compliance is a manual process, it is a point-in-time snapshot that is outdated the moment it is
completed. Continuous compliance means the system proves its own compliance state — automatically,
continuously, with evidence.

TRADITIONAL: CONTINUOUS:

Manual checklist - Point-in-time Policy-as-code - Automated scan
assessment — PDF report - File - Live dashboard - Evidence API

away — Repeat in 12 months - Always current - AO queries anytime

3-2. Why This Matters for MSS

The ATO is the legal authorization to process operational data. If the ATO is revoked or suspended
because compliance evidence is stale, MSS goes offline — and every WFF track loses their platform.
Continuous compliance is not a DevOps luxury; it is an operational necessity.
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3-3. The STIG Automation Pipeline

STIGs define hundreds of configuration requirements. Checking them manually is a full-time job that
produces a point-in-time snapshot. Automate the checks; focus human attention on the exceptions.

STIG benchmark (DISA) - Policy-as-code (OPA/InSpec/SCAP) - Automated scan - Dashboard

Pass: evidence

logged

Fail: ticket
created

Exception: waiver
documented

Automation targets by RMF step:

Manual Process Automated Alternative

Categori Document data types and Automated asset inventory with classification tagging

ze impact levels

Select Choose security controls Control baseline auto-applied based on categorization

Impleme Configure controls laC templates embed controls; drift detection verifies

nt

Assess Assessor reviews evidence Automated scan results, compliance dashboards, evidence
export

Authorize  AO reviews package Automated package assembly from live evidence

Monitor Periodic manual reviews Continuous monitoring dashboards; automated alerting on

control degradation

SECTION 4 — DEVELOPER EXPERIENCE AS PLATFORM PRODUCT

4-1. The Golden Path Mental Model

BLUF: The best platform in the world fails if developers cannot use it. Developer experience is the
product layer of platform engineering.

wWithout golden paths: with golden paths:
Developer asks "how do I...?" - Developer runs “create-mss-app’
Files a ticket - Waits - Pre-configured repo, CI/CD,
Gets access - Reads docs monitoring, security scanning
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Tries - Fails - Asks again — Deployed in 90 minutes
Eventually succeeds (days) - Following team standards by default

Golden paths are not mandatory — developers can deviate. But the golden path is tested, documented,
secured, and supported. Deviating paths are "you built it, you own it." This creates a natural incentive to
follow the golden path without imposing rigid constraints.

4-2. Measuring Developer Experience

Use DORA metrics (deployment frequency, lead time, change failure rate, time to restore) as the primary
signal. If DORA metrics are declining, the platform is failing its users — regardless of what the
infrastructure metrics say.

Metric What It Measures Target

Deployment frequency How often code reaches production Multiple times per day
Lead time for changes Time from commit to production deployment <1 day

Change failure rate % of deployments causing a failure <5%

Time to restore service Time from failure detection to service restoration <1 hour

4-3. The Self-Service Portal

The self-service portal is the Platform Engineer's product Ul. It should follow the same design principles
(SL 4N/SL 5N) as any MSS application.

Portal capabilities: - Environment provisioning (create/destroy dev/staging environments) - Pipeline
status and logs - Deployment history and rollback controls - Resource usage dashboards (quota
consumption, cost allocation) - Documentation and runbook search - Access request workflows - Incident
status and communication

SECTION 5 — OBSERVABILITY AT FLEET SCALE

5-1. The Three Pillars at Scale

BLUF: At fleet scale, observability is not "can | see what this pod is doing?" — it is "can | correlate an
event across 20 clusters, 200 services, and 3 classification domains to understand what happened and

why?"
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Pillar Single Cluster Fleet Scale
Metric Prometheus on this cluster Federated Prometheus; cross-cluster dashboards; SLO-based
s alerting
Logs Log aggregation for this Centralized log store; cross-cluster search; retention policies by
cluster classification
Traces  Trace individual requests Cross-service, cross-cluster distributed tracing; trace sampling at
scale

5-2. Alert Philosophy at Scale

"Every alert is a page" does not scale. At fleet scale, alerts must be routed, deduplicated, correlated, and
tiered.

Alerting principles: 1. Every alert must be actionable. If the on-call engineer cannot do something
about it, it is not an alert — it is a dashboard metric. 2. Alert on SLO burn rate. "Error budget burning
10x faster than normal” is more useful than "CPU at 85%." 3. Tiered severity. P1 = pages the on-call. P2
= creates a ticket. P3 = appears on dashboard. No other tiers. 4. Alert fatigue kills. Review alert volume
monthly. If the team gets >5 non-actionable alerts per week, fix the alerting, not the team.

A single node failure in a 100-node fleet is a metric, not a page. A pattern of node failures across multiple
clusters is a page. Build alerting that recognizes patterns, not just individual events.

SECTION 6 — DISASTER RECOVERY AND COST MANAGEMENT

6-1. DRIBC at Fleet Scale

BLUF: A fleet that cannot recover from catastrophic failure is a single point of failure at theater scale.
DR/BC planning at SL 50 level addresses loss of entire clusters, regions, or data centers — not individual
pod failures.

RTOIRPO targets by service tier:

Service Tier RTO RPO Example Services

Tier 1 — Mission- <1 hour <15 C2 dashboards, readiness reporting, cross-domain
critical minutes replication

Tier 2 — Operational <4 hours <1 hour CI/CD pipelines, developer portals, data pipelines

USAREUR-AF / OPERATIONAL DATA TEAM | 26 MARCH 2026




DRAFT — UNOFFICIAL SL 50 | USAREUR-AF OPERATIONAL DATA TEAM DRAFT — UNOFFICIAL

Service Tier RTO RPO Example Services
Tier 3 — Supporting <24 <4 hours Documentation hosting, training environments, sandbox
hours clusters

Failover hierarchy: 1. Cluster-level: Fleet management plane reschedules workloads to surviving
clusters. Maintain 220% headroom per region. 2. Region-level: Pre-designated secondary hub assumes
coordination. DNS and load balancer failover. 3. Cross-domain: Requires ISSM notification. Failover to
degraded single-domain mode until restored. No cross-domain workarounds without ISSM approval.

6-2. FinOps — Infrastructure Cost Management

BLUF: Compute is not free, and unchecked infrastructure growth consumes budget that could fund new
capabilities. FinOps applies financial accountability to infrastructure decisions.

Key FinOps practices: - Tag enforcement: Reject resource provisioning requests lacking cost-
allocation tags ( team , project , environment ). - Right-sizing: Flag resources where actual usage is
<40% of requested allocation for 14+ consecutive days. Recommend adjustments. - Cost-aware
autoscaling: Set autoscaler maximum bounds based on budget thresholds. Scale non-production
environments to zero during non-duty hours. - Cost review cadence: Weekly dashboard review, monthly

team review, quarterly fleet forecast.

SECTION 7 — ADVANCED FAILURE MODES: WHAT SL 50 PLATFORM

ENGINEERS GET WRONG

7-1. Overview

BLUF: Senior Platform Engineers make different mistakes than junior ones. They are less likely to
misconfigure a single cluster and more likely to over-automate, under-document, or build fleet
infrastructure that is fragile at scale.

7-2. Summary Table — Advanced Failure Modes

Failure Mode Description Diagnostic Question

Snowflake fleet Clusters that should be identical have drifted "Can | reprovision any cluster from its
apart due to manual hotfixes template and get the same result?"

Alert fatigue So many alerts that on-call engineers ignore "How many alerts last week required no
them action? If >20%, fix the alerting."
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Failure Mode Description Diagnhostic Question

Automation Fleet-wide automation that cannot undo itself "If this automation fails at step 3 of 5,

without rollback when something goes wrong what state are the affected clusters in?"

Documentation Runbooks that are outdated or incomplete; tribal "Could a replacement engineer run the

debt knowledge in one engineer's head fleet from documentation alone?"

Compliance Passing STIG scans without understanding the "Do I understand why each control

checkbox controls; waiving findings without risk exists, or am | just checking boxes?"
assessment

Single-engineer Critical fleet infrastructure that only one person "If I am reassigned tomorrow, does the

dependency understands fleet continue to operate?"”

Over- Fleet management plane becomes a single "If the management plane goes down,

centralization point of failure do the clusters continue to serve

users?"

7-3. The Management Plane as Single Point of Failure

The most dangerous SL 50 architecture error: building a fleet management plane whose failure takes
down the fleet. Edge clusters must continue to serve users even when the management plane is
unavailable. Management plane failure should mean "I cannot push updates or see federated metrics" —
not "applications are down."

Design for management plane unavailability the same way you design for network unavailability: degrade
gracefully, continue serving cached state, and resume full operation when connectivity returns.

7-4. The Rotation Problem

USAREUR-AF platform engineering billets turn over. A fleet management system built by one engineer
over six months and left undocumented will be abandoned by their replacement — not out of laziness but
out of rational triage. Document as you build. The test: a replacement engineer can operate the fleet from
written documentation within two weeks.

SECTION 8 — QUICK REFERENCE — KEY CONCEPTS

Concept BLUF
Clusters as cattle Provision from templates; configure via GitOps; never manually modify
Error budgets Convert reliability from aspiration to decision framework
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Concept BLUF

SLO-based alerting Alert on SLO burn rate, not raw metrics

Continuous compliance System proves its own compliance state; manual compliance is stale
compliance

Golden paths Opinionated, paved roads for common tasks; optional but incentivized

DORA metrics Deployment frequency, lead time, change failure rate, time to restore

Fleet-wide staged rollout Canary - hub - edge - high-sensitivity; never all-at-once

Management plane Edge clusters must serve users when management plane is down

resilience

FinOps Measure, allocate, and optimize infrastructure cost

Documentation as survival If only one person can run the fleet, the fleet has a single point of failure

APPENDIX A — CONCEPTS GUIDE SELF-ASSESSMENT

Before proceeding to SL 50 task procedures, confirm you can answer the following from memory:

1. What distinguishes SL 50 fleet management from SL 40 cluster operations, and why is managing one
cluster well an underperformance at SL 507

N

. What is an error budget, and how does the error budget policy change team behavior at each
threshold?

w

. Name the six phases of the incident response framework and explain why blameless reviews are the
standard.

. Why is continuous compliance an operational necessity for MSS, not just a best practice?
. What is a golden path, and why is it optional rather than mandatory?
. What are the four DORA metrics, and what do declining DORA metrics signal about the platform?

. What is the most dangerous fleet management architecture error, and how do you mitigate it?

co N o g 9 bH

. Why must edge clusters continue serving users when the fleet management plane is down?

USAREUR-AF / OPERATIONAL DATA TEAM | 26 MARCH 2026 Page 11 of 13




DRAFT — UNOFFICIAL SL 50 | USAREUR-AF OPERATIONAL DATA TEAM DRAFT — UNOFFICIAL

APPENDIX B — CROSS-REFERENCE TO SL 50 CHAPTERS

Concepts Guide Section Corresponding TM-500 Chapter
Section 1 (Cluster Ops to Fleet Management) Chapter 1, Chapter 2

Section 2 (Reliability Engineering) Chapter 3

Section 3 (Compliance as Code) Chapter 4

Section 4 (Developer Experience) Chapter 5

Section 5 (Observability at Fleet Scale) Chapter 6

Section 6 (DR and Cost Management) Chapter 2, Chapter 3

Section 7 (Advanced Failure Modes) All chapters — see Safety Summary

APPENDIX C — PEER SL 5 CROSS-REFERENCES AND WFF

INTEGRATION

Peer SL 5 Publications. Advanced Platform Engineers should coordinate with practitioners in these

companion advanced-track publications.

Publication Track Coordination Point

SL5G Advanced ORSA Infrastructure for analytical workloads; compute scaling for
simulation and optimization

SL 5H Advanced Al Engineer GPU provisioning; Al/ML deployment pipelines; model serving
infrastructure
SL 5M Advanced ML Engineer ML training infrastructure; experiment tracking; model registry
hosting
SL5J Advanced Program Platform roadmap prioritization; infrastructure cost reporting for
Manager portfolio decisions
SL 5K Advanced Knowledge Knowledge system hosting; search infrastructure; content delivery at
Manager scale
SL5L Advanced Software Platform-application boundary; shared service infrastructure; CI/CD
Engineer pipeline architecture
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Publication Track Coordination Point
SL 5N Advanced UI/UX Platform portal design; performance budgets; design system hosting
Designer and CDN

WFF Operational Consumer Note. Platform infrastructure built by SL 50 engineers supports every
application that serves the six Warfighting Function (WFF) tracks: Intelligence (SL 4A), Fires (SL 4B),
Movement and Maneuver (SL 4C), Sustainment (SL 4D), Protection (SL 4E), and Mission Command (SL
4F). When a cluster goes down, a G2 intelligence dashboard goes dark. When a fleet-wide upgrade
introduces a regression, every WFF track is affected simultaneously. The reliability questions addressed
in this Concepts Guide — error budgets, staged rollouts, DR/BC planning, management plane resilience
— must be answered in terms of the operational impact on WFF consumers who depend on platform
availability to execute their missions.

CONCEPTS GUIDE — SL 50 COMPANION // ADVANCED PLATFORM ENGINEER HEADQUARTERS,
UNITED STATES ARMY EUROPE AND AFRICA // WIESBADEN, GERMANY // 2026
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